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Introduction:

The Clinical Data Architecture (CDA) is proposed as a common currency for electronic healthcare. (1) It might also be complemented by a single global technique for access control. Gunnar Klein (who chairs ISOTC/215 WG4 Security) recently said: 

‘Do not expect quick solutions to the dream for a universal shared record which takes privacy concerns seriously’ (2)

He suggests that security is the ‘forgotten requirement for interoperability.’ 

In order to fulfill the dream of a universal shared record standard, there must also be a shared technique for discriminating legitimate from illegitimate sharing. That technique must be endlessly customizable because of the great diversity of access practices in global healthcare. It also needs to ‘work on’ a shared definition of data.  

A New Zealand team prepared an Access Proposal to WG1 of ISOTC/215.We called for the creation of a universal healthcare packet, which we termed the ‘attestable unit’. It was paired with an ‘access lock’ for a universal access mechanism. This was modeled on the ‘bifunctional’ immunoglobulin family of molecules of immunological science. (3) (4) (15) (16), (17) 
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Figure 1. Class Diagram of Access Control Mechanism

The ‘access lock’ concept for the attestable unit was to act as a pointer to the attestable unit. We suggested that a ‘search object’ should activate it. We evoked dual key cryptography for the actual retrieval of the unit. The data would remain with the system of origin, along with the audit trail of the 5 WH of instances of access to the data. At the presentation to WG1 meeting in March 2001, Seoul, Korea, I mentioned that the CDA might function as the attestable unit, and the access lock might derive from a ‘detachable header’ for the CDA. 

The Health Event Summary

The ‘Health Event Summary’ concept derived originally from the Australian ‘Health Connect’ organization (5). It is a summary ‘package’ of healthcare data in standard format to be created with every ‘health event’, and is planned as a ‘shortcut’ to interoperability of healthcare data. Its implementation was one of the recommendations of the NZ Ministry of Health ‘Wave’ report (6). There has been some preparatory work done on this in New Zealand (7). This paper recognized the CDA level one as a potential candidate for the HES, another ‘shortcut’.

The Clinical Document Architecture

The CDA is designed to be just such an attestable global unit of healthcare (8). Its definition includes:

Persistence 

Wholeness

Stewardship 

Potential for authentication.

Both authentication and legal authentication require that the responsible individual has signed a document manually or electronically. While electronic signatures are not part of the CDA Header, the CDA Header does require the acquisition of signature to be documented, via the <signature_cd>component. However this does not involve access control. Robert Dolin writes:

“For communications over public media, cryptographic techniques for source/recipient authentication and secure transport of encapsulated documents may be required, and should be addressed with commercially available tools outside the scope of this standard.”

Finland CDA proposal 

In a paper presented at this meeting, a similar concept to a CDA ‘detachable header’ has been proposed. Itala and Virtahen suggest that the patient data is stored in the data base of the originating system. 

“When certain pre-defined packages are ready for viewing, the original system creates a reference to that package of data……The package of data is defined as a CDA document. When the reference is created, the original system sends a CDA header of the document to the regional system……The entry contains the document id as a pointer to the original system (which)_...keeps a similar list of pointers to those documents it has created.. When the doctor wants to look at the patient data the regional system looks up the entry from the list of pointers…creates a full CDA document and sends it back to the original system.”(9)

We would like to work from this proposal with a further statement of the ‘access lock’ concept, using the CDA as the ‘attestable unit’.

Access process proposal

An 'Access-Lock' Object is created when the clinician creates attestable clinical data and specifies the data's access right level(s). This can be done at the clinical interview, directly on the instructions of the patient, although it is likely that ‘default’ access behaviour will apply in most implementations unless specifically countermanded. A copy of the CDA header (Access object) is also sent to the regional server. The CDA body can be ‘virtual’ as in the suggestion from Finland. The ‘Access Lock’ object is stored with the provider data.

We suggest four stages for a universal access control mechanism to accompany the CDA as the universal ‘attestable unit’ of healthcare.

1. There is a ‘Login’ stage to gain access to the regional network, which includes presentation of a digital certificate with ‘role’ and ‘ID information. (Figure 2)

Figure 2. The User Request Object in a SOAP envelope
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2.
A request/search object is constructed which contains this user role information, along with the ‘id’ of the target patient, and an ‘index’ of the information required. It also contains the public key of the requestor’s institution. It is used to search the ‘CDA header lists’ on the network of regional servers. (modern technology might allow us to consider the entire internet to be a ‘local network’). 
3. When a match is made, including the access lock role match, the searcher gets access to the referent of the stored or virtual CDA.  The digital signature/certificate and public key certificate enclosed within the envelope authenticate the identity of the requestor and the public key that he/she sends with the request. (Figure 3)

Figure 3. Searching and matching request to source CDA documents
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4. The holder of the CDA data/document can then use the public key from the sender to encrypt the data/document, which can then only be decrypted by the requestor, ensuring confidentiality and integrity of the data transmitted across the Internet.

If the regional server that received the request for the CDA document cannot find a match on its CDA header list, it will pass on the request to a neighboring server, which will route the request onto the next ...... until a match is found and the procedure of the previous paragraph will be performed, or it returns a ‘no find’ result.

This model assumes continuous ‘on line’ availability of data from providers.  If any provider opts to adopt intermittent connection mode such as using a dial up access approach, a full copy of the CDA will need to be stored at its neighboring regional server to ensure constant availability of the data.

It is anticipated that all outgoing data from the requestor, the regional server, and the originating organization that created and store the attestable data would be encrypted and enclosed in a SOAP envelope before transmitted.  It is also anticipated that communications between the requestor, the regional servers and the originating organization would take place over standard secure socket layer (SSL) protocol connections (Figure 4). 

The advantage of this approach is all stakeholders can benefit from secured communication over the Internet.  Any node (GP/specialist computer or regional server) needs only to know its neighboring node in the fully distributed architecture.

Figure 4. Accessing CDA in the Distributed Environment
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Discussion:

The concept of access control through template match/mismatch originally is as simple as lock and key, and is also ubiquitous in biology.  In the immune system, a single class of molecules, the immunoglobulin, exhibits bi-functionality in that each molecule has a ‘recognition’ end and a ‘business’ end. The recognition end which is highly variable, targets antigen, which is usually but not always material foreign to the organism. The ‘business end’, which is not variable, determines what action the molecule performs when the template match to antigen is made. 

The amino acid sequence in the tips of the "Y" varies greatly among different antibodies. This variable region, composed of 110-130 amino acids, gives the antibody its specificity for binding antigen. The variable region includes the ends of the light and heavy chains. The constant region determines the mechanism used to destroy antigen.

The immunoglobulin is unique in that the ‘recognition ends’ can be very specific, and that a mechanism exists to generate a limitless supply of ones with different template configurations, to match an equally limitless diversity of antigens (targets). A single design acts as the interface in hugely diverse processes, configured to an endless diversity of targets with great specificity. It permeates the organism, facilitating diverse communicative and repair processes.
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CDA

The CDA could have a similar pervasive role in global healthcare. 

Confidentiality Attributes

The CDA does provide confidentiality attributes (or ‘hooks’ as Liora Alschuler called them) to aid application systems in managing access to sensitive data.  Confidentiality status may apply to the entire document or to specified segments of the document. Some confidentiality levels have been demarcated, along with their ‘roles’. (CDA Framework Release 1 2.4)

Vocabulary domain for <confidentiality_cd> 

	Code
	Print Display Name
	Definition

	C
	celebrity
	Celebrities are people of public interest including employees, whose information require special protection.

	D
	clinician
	Only clinicians may see this item, billing and administration persons can not access this item without special permission.

	I
	individual
	Access only to individual persons who are mentioned explicitly as actors of this service and whose actor type warrants that access.

	N
	normal
	Normal confidentiality rules (according to good health care practice) apply, that is, only authorized individuals with a medical or business need may access this item.

	R
	restricted
	Restricted access, i.e. only to providers having a current care relationship to the patient.

	S
	sensitive
	Information for which the patient seeks heightened confidentiality. Sensitive information is not to be shared with family members. 

	T
	taboo
	Information not to be disclosed or discussed with patient except through physician assigned to patient in this case. Example use is a new fatal diagnosis or finding, such as malignancy or HIC.


Our proposal recognises that all roles as above are culturally derived, and thus ‘arbitrary’. We suggested in the ISO paper that ‘access ontologies’ were self-defining sets.(10) We suggest that autonomous culturally derived systems of roles could nevertheless ‘connect in’ to the confidentiality levels demarcated in the CDA by their ‘confidentiality attributes’. Role translation schemas would be necessary at ‘realm boundaries’ individually customised. However the mechanism of access control by confidentiality attribute would remain, just defined differently for each user group.
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Bob Dolin’s view of it is that the clinical documents which are structured in a standard way come to constitute the longitudinal EHR.

“The purpose of the transmitted data is to enable clinical document exchange across and within institutions; facilitate clinical document management; and facilitate compilation of an individual patient's clinical documents into a lifetime electronic patient record.” 

Such a universal and simple concept of access control might make a global nexus of participating systems, and might greatly facilitate healthcare communications. It would be dependent on a global network of certifying authorities for digital certificates. This is already proposed through the ISO/TC215 security proposal (11)

Conclusion:

This conference is demonstrating that we are ‘most of the way there’ with developing a globally recognized ‘attestable unit’ (The CDA). This can function as a ‘stand alone’ document, as well as a component of more complex systems. (12) Access control using detachable headers as pointers would complete the concept, which could then become as universal in healthcare communications as the immunoglobulin has become in biology. It could permeate the healthcare realm, and its simple re-iterative structure might facilitate complex interactions whose nature would only become apparent as time went on. (13). 

The realization of specificity in complexity, the single permeating design, might allow complex systems as yet unknown to manifest, and forms of implicate order might have their own direction in global healthcare (14). The release of such a new integrative principle might bring benefits.
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Diagram to summarize how an autopoietic (self defining) set, whose values are internally derived, can nevertheless trigger a finite list of access options/attributes in the ‘body’
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